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Abstract
This extended abstract proposes Adversarial Participatory
Research (APR) as a methodology for studying complex, con-
tested ethico-technical dilemmas such as found in the surveil-
lance vs privacy debate. These debates often combine ethical
disagreement, technical uncertainty, institutional mistrust, and
competing rights, such as privacy, security, public safety, and
protection from harm [23]. APR addresses this complexity
by involving opposing stakeholder groups directly in iter-
ative, evidence-based research cycles. The aim is to make
ethical assumptions explicit, separate ethical from technical
disagreements, and translate areas of agreement into action-
able requirements for technology, policy, and legislation.

1 Introduction

Computing professionals and tech companies frequently de-
sign systems with substantial societal impact. In the security
and privacy (S&P) domain, ethical dilemmas are especially
prominent, touching on issues such as government surveil-
lance, corporate tracking, parental monitoring, content filter-
ing, civil liberties, free speech, and online harassment. Many
of these S&P topics are particularly challenging because they
contain a complex mix of ethical and technical issues [23].

One prominent example is the “Crypto Wars” [18], the long-
running conflict between government authorities and privacy
advocates regarding encryption and surveillance technologies.
The debate intensified after the Snowden revelations [25] and
continues in controversies surrounding Client-Side Scanning
(CSS) [2, 16].
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The EU [1] states: “The European Convention on Human
Rights protects the right to respect for private life, the home
and correspondence. This includes protecting the privacy of
messages, phone calls, and emails. Governments can only
interfere with these rights when it is specifically allowed by
law, and done for a good reason – like national security or
public safety.” The ethical dilemma lies in balancing compet-
ing goods such as privacy, child protection, public safety, and
civil liberties.

Current state-of-the-art research methodology in the field
of human factors of S&P / Usable Security and Privacy (USP)
and Behavioral Ethics (BE) while excellent in their respec-
tive fields are not optimal to study the complex interplay of
these ethico-technical dilemmas [23]. Each of the sub-fields
has its unique view on S&P but they are all missing key ele-
ments to make progress. BE is well-suited to studying isolated
ethical dilemmas [3, 19]. USP is well-suited to studying iso-
lated socio-technical topics [9, 11, 15, 20, 21]. participatory
research (PR) is excellent for understanding disadvantaged
groups and creating positive actions with and for them [4,27].
adversarial collaboration (AC) is great for solving disputes
between researchers [6, 13]. None of these on their own is
well-suited to tackle the complex and adversarial landscape
of ethico-technical dilemmas in S&P.

The typical procedure for both qualitative and quantitative
studies is that researchers design a study and run it with a
sample of participants who, once completed, are not involved
in the research further. The study durations are also usually
fairly short. At SOUPS 2023 the mean time for interviews
was 55 minutes (SD=21) and for surveys, the mean time was
13 minutes (SD=7). Maesschalck [19] states: “The typical
research designs used in behavioral ethics research require
such a reduction of complexity that the resulting findings are
not very useful for practitioners.”

Both the linear nature and short contact time hinder the
current methodology when tackling multi-faceted, complex,
and adversarial dilemmas. To address this, we propose APR,
a methodology combining PR, AC, and grounded theory
(GT) [5]. APR is designed to disentangle complex ethical



and technical dilemmas while fostering trust and collabora-
tion in adversarial settings.

2 Background & Related Work

APR is a combination of methodologies from several related
fields. It combines PR [4, 27], AC [6, 13], and GT [5], to
disentangle complex ethical and technical dilemmas while
fostering trust and collaboration in adversarial settings.

PR is a research-to-action method that actively involves
the people who are the subject of the study in the research
process itself [7]. It is a very heterogeneous research method.
In their overview, Vaughn et al. identified 26 distinct versions
of PR [27]. It has also been applied to a wide variety of areas
with a particular focus being on disadvantaged groups [8] and
healthcare [4]. To ascertain the prevalence of PR at top-tier
S&P venues, we analysed all papers published between 2019
and 2025 at IEEE S&P, ACM CCS, Usenix Security, NDSS,
Crypto, CHI and SOUPS. In over 4000 papers, we only found
a few instances where PR was used. Like above, it was mostly
used to better understand at-risk groups, e.g., children [14,17].

A similar picture presents itself in the BE community. In
a literature review covering the past five years, we found
only a handful of papers suggesting the use of PR but no
instances of it actually being used [12,22,24,26,28]. As above,
the main benefit seen in PR is the ability to understand and
create positive change for disadvantaged groups [4]. Another
feature of PR is the sense of agency and trust in the data
that participants gain. However, to unlock this potential, PR
needs to be extended and fused with AC to encompass the
adversarial nature of the ethico-tech dilemmas.

Adversarial Collaboration [6] has not received much at-
tention despite some high-profile researchers like Kahneman
championing it [13]. In AC, disagreeing scholars (not study
participants) work together to test their competing hypoth-
esis [6]. We did not find any evidence of AC being used in
S&P, USP or BE research.

We also could not find any prior work fusing PR and AC
to tackle ethical dilemmas. We are hopeful that this fusion
will will offer a new and more productive method for tackling
ethico-technical dilemmas.

3 Adversarial Participatory Research

The APR process begins with researchers discussing the cur-
rent state of an ethico-technical dilemma with a stakeholder
group. In the case of CSS [2], this could include privacy
activists, Computer Science (CS) students, law enforcement
officers, or Cybercrime Investigation (CCI) students. Some
prior studies have triggered methodological objections such as
framing bias or claims that researchers are “asking the wrong
question” [10]. APR addresses this by co-designing new qual-
itative, quantitative, or mixed-methods studies together with

participants. Researchers execute and analyze the studies, and
findings are discussed again with the stakeholders.

The adversarial component emerges by integrating oppos-
ing groups into the process. Research cycles initially run
in parallel, allowing different “sides” to present evidence
and challenge one another using scientifically grounded data.
Once disagreements or unresolved questions are identified,
stakeholders jointly agree on study designs that can address
those points of contention. This process transforms adversar-
ial debates into collaborative evidence generation.

APR further incorporates theoretical sampling from GT [5].
New stakeholder groups can be added when debates require
additional expertise. For example, if participants challenge the
claim that investments in social services could reduce online
abuse, social workers or policymakers can be recruited into
the process. Dynamic regrouping also enables researchers to
cluster participants by variables such as trust in government,
support for surveillance, or ethical framework, rather than
simplistic pro- or anti-surveillance labels. This means that the
exact stakeholder groups that are involved in the process are
not decided by the researchers alone, but are influenced by
the perspectives and the feedback of already involved groups.

The central hypothesis of APR is that explicitly disentan-
gling ethical and technical aspects will reduce adversarial
conflict and increase support for jointly developed proposals.

To get a first assessment of the feasibility of APR, we con-
ducted two scaled-down four-month dilemma studies. In the
first, we used a basic PR (not APR) approach with 75 S&P CS
master students from our security lecture, two ethics faculty,
and a police officer from an Online Child Abuse Investiga-
tion Team. Here, we would consider the adversarial groups to
be the students, whose IT security background makes them
largely opposed to digital surveillance measures, and the po-
lice, who see some of these measures as a necessary tool for
their work. At the end of the test run, we retained all experts
and 44 of the original 75 participatory CS students, which
was more than sufficient for our purpose, which was to de-
sign a study that would probe into the acceptability of certain
digital surveillance measures. We recruited an additional 73
S&P CS bachelor students and 15 CCI students. In the second
study, we recruited 61 CS students and retained 57 after four
months and 6 studies. The interest, engagement, and trust in
the results were excellent and exceeded expectations, sug-
gesting that stakeholders are willing to engage productively
despite holding opposing views. This suggests to us that APR
is a promising approach to reshape how the human aspects
of surveillance and privacy conflicts are researched. Beyond
producing more trusted and ethically grounded proposals in
S&P, APR could also provide a generalizable framework for
studying adversarial ethico-technical dilemmas [23] across
many domains. By transforming “crypto wars” into collabo-
rative efforts to resolve the “crypto dilemma,” APR offers a
pathway toward more productive, evidence-based, and less
polarized debates.
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