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Abstract—This extended abstract presents work in progress
at the intersection of usable privacy and surveillance studies. It
introduces surveillance-relevant deceptive designs as a sensitizing
concept for interface patterns that steer users while depending on,
obscuring, or intensifying data extraction, profiling, prediction,
or behavioral intervention. Drawing on Marwick’s critique of
“privacy without power” and Gray’s Dark Patterns Knowledge
Stack, the concept shifts attention from identifying deceptive
interfaces to asking how visible interface encounters point to
platform incentives, data infrastructures, refusal burdens, and
collective harms. Conceptually, the contribution is to frame
deceptive designs as empirical entry points into surveillance
power. Methodologically, the abstract proposes citizen-science
counter-documentation as a way to support awareness, build
a long-term evidence base, and enable subsequent surveillance-
sensitive layered analysis.

I. FROM DECEPTIVE DESIGNS TO DATA POWER

Digital systems increasingly combine data collection,
profiling, personalization, and manipulative interface design.
These systems do not only steer individual choices. They also
create conditions for tracking, prediction, targeting, and future
behavioral intervention. This creates a tension for usable
privacy research. Many privacy interfaces are organized
around individual choice and user control. Surveillance
studies, however, shows that privacy problems are often
structural. They involve power, inequality, marginalization,
and collective harms. Marwick’s critique of “privacy without
power” is central here because it shows how privacy research
can obscure systemic surveillance when it focuses too
narrowly on individual responsibility [7].

Prior work has already examined manipulative interfaces,
privacy “dark patterns” !, large-scale prevalence, and platform
business models [1], [8]. More recent work also calls for socio-
technical and layered approaches to deceptive design [5], [10].
Yet fewer studies directly connect specific deceptive interface
patterns to observable data-extraction practices, such as track-
ing, profiling, third-party data flows, or behavioral prediction.

IT use the term “dark pattern” only when referring to established terms or
publication titles to avoid reproducing associations of darkness with harm.

This extended abstract responds to that gap. It asks how
deceptive designs can be studied not only as manipulative
interface encounters, but also as empirical access to data
power. A deceptive design becomes surveillance-relevant when
it helps produce, maintain, intensify, or obscure data-extractive
relations. The term data-extractive relations describes how
interface actions become linked to tracking, profiling, user
modeling, ranking, targeting, hypernudging, or behavioral in-
tervention. This shifts the analytic focus from asking whether a
user was manipulated into a specific choice to asking what data
relation is created, authorized, or hidden through that choice.

II. SURVEILLANCE-RELEVANT DECEPTIVE DESIGNS

The term surveillance-relevant deceptive designs is used
as a sensitizing concept, not as a new taxonomy. It helps
identify cases in which deceptive design and surveillance
power intersect. This distinction matters because privacy dark
patterns already provide an important foundation. Bosch et al.
show how interface design can exploit cognitive tendencies
and structure privacy choices against users’ interests [1].
A surveillance-sensitive perspective does not replace this
concept, but extends it beyond consent and disclosure to the
infrastructures of data collection, inference, and retention. It
asks how behavior is shaped so that continuous observation,
profiling, and later data use become stabilized.

The proposed concept is therefore broader than “privacy
dark patterns” in one respect, but more cautious in another.
It includes designs that may not initially appear to be pri-
vacy interfaces, such as recommendation systems, engagement
prompts, personalization flows, retention interfaces, loyalty
mechanisms, or commercial nudges, when they depend on data
extraction or profiling. At the same time, it does not imply
that all deceptive designs are surveillance-relevant. A decep-
tive design becomes surveillance-relevant when its persuasive
force, optimization, or harm depends on data extraction, user
modeling, profiling, behavioral prediction, or the production
of future intervention capacity. For example, a cookie banner
is directly privacy-related because it asks users to accept
or reject tracking. A recommendation widget such as “you



might also like” is different. It may be presented as helpful,
convenient, or caring, yet it can depend on clicks, purchases,
dwell time, inferred preferences, or similarity clusters. The
analytic value of the concept lies in this shift of evidence.
It does not only classify an interface as deceptive. It asks
what kind of data relation the interface helps create, hide,
or stabilize. This makes it possible to connect visible design
choices to less visible practices of tracking, profiling, ranking,
and behavioral intervention. Socio-technical work supports this
broader lens. Baroni and Pereira show that deceptive patterns
are discussed across privacy, consent, ethics, consequences,
and surveillance capitalism, but that many studies still examine
isolated aspects of the phenomenon [10]. This supports an
analytic lens that does not stop at the interface, but also
considers infrastructures, data lifecycle harms, and power
mediated through business models and platforms.

Gray’s work helps explain why this layered view is useful.
Gray et al.’s ontology frames deceptive designs as practices
that can extract profit, harvest data, and limit consumer choice
across domains [4]. Gray’s Dark Patterns Knowledge Stack
then connects interface-level evidence to user goals, organiza-
tional incentives, legal contexts, business metrics, and socio-
technical infrastructures [5]. This matters because the surveil-
lance relevance of a deceptive design is often not visible from
the interface alone. It emerges when an interface encounter
is read together with data practices, optimization goals, and
infrastructural relations. A surveillance-sensitive lens further
foregrounds collective harms and political implications beyond
individual losses of autonomy and control. Deceptive designs
based on data extraction, profiling, and hypernudging may
undermine privacy, autonomy, and opinion formation [3]. They
can also normalize data extraction as a condition of digital par-
ticipation and matter because privacy protects autonomy, dig-
nity, and fairness [3]. This builds on feminist critiques of digi-
tal consent as authorizing exploitative adtech ecosystems while
shifting responsibility for surveillance onto users [2]. From this
perspective, deceptive designs do not encounter users under
neutral conditions. They operate through opacity, dependency,
time pressure, affective cues, cognitive limits, and personal-
ized vulnerabilities [4], [8]. To sum up, surveillance-relevant
deceptive designs describe socio-technical arrangements that
organize data extraction, behavioral steering, and asymmetrical
visibility. The concept sharpens privacy dark patterns along
scope, harm, mechanism, and level: from individual consent
to infrastructural surveillance, from UI tricks to data practices,
and from isolated decisions to collective and structural harms.
This motivates collective counter-documentation as a bridge
from visible interface encounters to layered analysis.

III. COUNTER-DOCUMENTATION AS WORK IN PROGRESS

This work-in-progress asks how deceptive design documen-
tation can move beyond recording individual manipulative en-
counters toward producing collective evidence of surveillance
power. The methodological starting point is a tech-assisted
citizen-science approach for documenting deceptive designs in
everyday browsing contexts. The proposed tool is a browser

extension. Users can report suspected deceptive designs by
submitting screenshots, short descriptions, pattern labels, and
contextual information. At this stage, the primary aim is low-
threshold documentation and awareness-building. The tool
should help users recognize and differentiate manipulative
interfaces. At the same time, it must avoid becoming another
source of unnecessary data extraction.

Citizen science is relevant here because it can support
learning, participation, and data quality when participants are
treated as contributors to knowledge production rather than
merely as data sources [6]. This is important for counter-
documentation as users should not only provide examples for
researchers. Their reports should help create a shared database
of interface encounters that are difficult to recognize, preserve,
and analyze individually. Counter-documentation serves three
purposes. First, it can raise awareness during the initial en-
counter by supporting users in recognizing and classifying de-
ceptive designs. Second, it contributes to a long-term database
of reports across websites, services, and contexts. Third, it cre-
ates empirical entry points into surveillance-sensitive analysis.
A single screenshot does not prove surveillance harm. How-
ever, it can mark an interface encounter that deserves further
analysis. Following Gray’s Dark Patterns Knowledge Stack,
selected reports can be examined in relation to user goals,
organizational incentives, business metrics, legal contexts, and
socio-technical infrastructures [5]. Where appropriate, selected
cases can also be linked to browser-observable indicators such
as tracker presence, third-party requests, cookie behavior, or
permission flows. This responds to a methodological limitation
in existing work. Automated and semi-automated approaches
have made important progress in detecting deceptive interface
elements. Yet detection alone does not explain whether, when,
or how a detected pattern enables data extraction. Regulatory-
oriented work similarly emphasizes that useful evidence must
go beyond pattern matching and support transparent links
between interface observations and underlying system behav-
ior [9].

Counter-documentation can therefore operate as a method-
ological bridge between HCI-style interface documentation
and surveillance-sensitive analysis. It begins with visible in-
terface encounters and then asks how these encounters relate
to data extraction, profiling, platform interests, and collective
privacy harms. The central open question is how counter-
documentation can move from awareness-raising and database
building toward collective evidence production without repro-
ducing the individualizing logic it critiques.
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